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Database Overview

 A database is a collection of data and a set of rules that organize the data by

specifying certain relationships among the data.

 It is a collection of tables, each containing records having one or more fields.

 A database administrator is a person who defines the rules that organize the

data and also controls who should have access to what parts of the data.

 The user interacts with the database through a program called a database

manager or a database management system (DBMS), informally known as a

front end.

 Users interact with database managers through commands called Query, to

retrieve, modify, add, or delete fields and records of the database in DBMS.

 Databases support controlled, shared access to a single repository of data.
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Database security Overview

 Protecting data is at the heart of many secure systems, and many users (people, programs,

or systems) rely on a DBMS to manage the protection of structured data.

 Any DBMS must provide security functionalities to ensure the secrecy (confidentiality),

integrity, and availability of the stored data.

 Database security is a broad area that addresses many issues, including the following:

Various legal and ethical issues regarding the right to access certain information.

Policy issues at the governmental, institutional, or corporate level as to what kinds of

information should not be made publicly available.

System-related issues

The need in some organizations to identify multiple security levels and to categorize

the data and users based on these classifications.

 Threats to databases can result in the loss or degradation of some or all of the following

commonly accepted security goals: integrity, availability, and confidentiality.
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Database security requirements

The following point lists requirements for database security.

 Physical database integrity: the data of a database are immune from physical problems, such as 

power failures, and someone can reconstruct the database if it is destroyed through a catastrophe.

 Logical database integrity: the structure of the database is preserved. With logical integrity of a 

database, a modification to the value of one field does not affect other fields.

 Element integrity: the data contained in each element are accurate.

 Auditability: it is possible to track who or what has accessed (or modified) the elements in the 

database.

 Access control: A user is allowed to access only authorized data, and different users can be 

restricted to different modes of access (such as read or write).

 User authentication: Every user is positively identified, both for the audit trail and for permission 

to access certain data.

 Availability:. Users can access the database in general and all the data for which they are 

authorized.
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Integrity of the Database

 If a database is to serve as a central repository of data, users must be able to trust 

the accuracy of the data values. This condition implies that the database 

administrator must be assured that updates are performed only by authorized 

individuals.

 It also implies that the data must be protected from corruption, either by an outside

illegal program action or by an outside force such as fire or a power failure.

 Two situations can affect the integrity of a database: when the whole database is

damaged (this happens, for example, if its storage medium is damaged) or when

individual data items are unreadable.

 Integrity of the database as a whole is the responsibility of the DBMS, the 

operating system, and the (human) computing system manager.

 Therefore, one way of protecting the database as a whole is to regularly back up all

files on the system. These periodic backups can be adequate controls against

catastrophic failure.
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Integrity of the Database cont…

 Databases achieve integrity of the databases, its structure, and its individual 

elements.

 This corrective action can be taken in three ways: by field checks, through access 

control, and with change log.

 First, the DBMS can apply field checks, activities that test for appropriate values 

in a position. A field might be required to be numeric, an uppercase letter, or one of 

a set of acceptable characters.

 The check ensures that a value falls within specified bounds or is not greater than 

the sum of the values in two other fields. These checks prevent simple errors as the 

data are entered.

 A second integrity action is afforded by access control. Data files may contain 

data from several sources, and redundant data may be stored in several different 

places. Without a database, you can imagine the risks to the data’s integrity.
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Integrity of the Database cont…

 Files are controlled in several ways, including being locked while changes are 

made by one programmer, and being subject to a group of people called a 

configuration control board who ensure that no changed file is put back into 

production without the proper checking and

testing.

 The third means of providing database integrity is maintaining a change log for the 

database. A change log lists every change made to the database;

 It contains both original and modified values. Using this log, a database 

administrator can undo any changes that were made in error.

Auditability

 For some applications administrators may want to generate an audit record of all 

access (read or write) to a database. Such a record can help to maintain the 

database’s integrity, or at least to discover after the fact who had affected what 

values and when.
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Integrity of the Database cont…

 Database audits are particularly important for sensitive databases that are updated 

by many transactions and users, such as a banking database that is updated by 

many bank tellers. 

 A database log that is used mainly for security purposes is also called an audit trail

 Database audits: is a process of reviewing the log file (history) to examine all 

accesses and operations applied to the database during a certain time period.
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Database Security and the DBA

 The database administrator (DBA) is the central authority for managing a
database system. The DBA’s responsibilities include granting privileges to users
who need to use the system and classifying users and data in accordance with the
policy of the organization.

 DBA-privileged commands include commands for granting and revoking privileges
to individual accounts, users, or user groups and for performing the following types
of actions:

1. Account creation

2. Privilege granting

3. Privilege revocation: this action permits the DBA to revoke (cancel) certain
privileges that were previously given to certain accounts.

4. Security level assignment: this action consists of assigning user accounts to the
appropriate security level.
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Common Threats to a Database

 Unauthorized privilege escalation: This attack is characterized by an individual

attempting to elevate his or her privilege by attacking vulnerable points in the

database systems.

 Privilege abuse: While the previous attack is done by an unauthorized user, this

attack is performed by a privileged user. For example, an administrator who is

allowed to change student information can use this privilege to update student

grades without the instructor’s permission.

 A Denial of Service (DOS) attack is an attempt to make resources unavailable to its

intended users. It is a general attack category in which access to network

applications or data is denied to intended users by overflowing the buffer or

consuming resources.

Weak Authentication: If the user authentication scheme is weak, an attacker can

take off the identity of a legitimate user by obtaining their login credentials.
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Common Threats to a Database cont…

 Database Platform Vulnerabilities: vulnerabilities in underlying operating systems 

(Windows, UNIX, Linux etc.) and additional services installed on a database server 

may lead to unauthorized access, data corruption, or denial of service.

Weak Audit Trail: organizations with weak (or sometimes non-existent) database

audit mechanisms will increasingly affected by attackers as well as insider.

 Database Communication Protocol Vulnerabilities: this attacks can be defeated 

with technology commonly referred to as protocol validation. Protocol validation

technology essentially parses (disassembles) database traffic and compares it to

expectations. In the event that live traffic does not match expectations, alerts or

blocking actions may be taken.

 Backup Data Exposure: Backup database storage media is often completely

unprotected from attack. As a result, several high profile security breaches have

involved theft of database backup tapes and hard disks.

12



SQL Injection

 SQL Injection attack, the attacker injects (inserts) a string input through the

application, which changes or manipulates the SQL statement to the attacker’s

advantage.

 An SQL Injection attack can harm the database in various ways, such as:

Unauthorized manipulation of the database,

Retrieval of sensitive data,

It can also be used to execute system level commands that may cause the

system to deny service to the application.

 In the next slides we try to describes different types of injection attacks.
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SQL Injection cont….

 SQL Manipulation: a manipulation attack, which is the most common type of
injection attack, changes an SQL command in the application.

Example: SELECT * FROM users WHERE username = ‘jake’ and
PASSWORD= ‘jakespasswd’.

 The attacker can try to change (or manipulate) the SQL statement, by changing
it as follows:

SELECT * FROM users WHERE username = ‘jake’ and (PASSWORD=
‘jakespasswd’ or ‘x’ = ‘x’):

 As a result, the attacker who knows that ‘jake’ is a valid login of some user is
able to log into the database system as ‘jake’ without knowing his password and
is able to do everything that ‘jake’ may be authorized to do to the database
system.
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SQL Injection cont….

 Code Injection: this type of attack attempts to add additional SQL statements or

commands to the existing SQL statement by exploiting a computer bug, which is

caused by processing invalid data.

 The attacker can inject or introduce code into a computer program to change the

course of execution.

 Code injection is a popular technique for system hacking or cracking to gain

information.

 Function Call Injection: in this kind of attack, a database function or operating

system function call is inserted into a vulnerable SQL statement to manipulate

the data or make a privileged system call.

15



Risks Associated with SQL Injection

 SQL injection is harmful and the risks associated with it provide motivation
for attackers. Some of the risks associated with SQL injection attacks are
explained below.

Database Fingerprinting: the attacker can determine the type of database being
used in the backend so that he/she can use database-specific attacks that
correspond to weaknesses in a particular DBMS.

Denial of Service.

Bypassing Authentication.

 Identifying Injectable Parameters: This attack is made possible by the fact that
the default error page returned by application servers is often overly descriptive.

Executing Remote Commands.

Performing Privilege Escalation. This type of attack takes advantage of logical
flaws within the database to upgrade the access level.
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Protection Techniques against SQL Injection

 Bind Variables (Using Parameterized Statements): the use of bind variables

protects against injection attacks and also improves performance.

Example: PreparedStatement stmt = conn.prepareStatement( “SELECT * FROM

EMPLOYEE WHERE EMPLOYEE_ID=? AND PASSWORD=?”);

stmt.setString(1, employee_id);

stmt.setString(2, password);

 Filtering Input (Input Validation): this technique can be used to remove escape

characters from input strings by using the SQL Replace function.

 Function Security: database functions, both standard and custom, should be

restricted, as they can be exploited in the SQL function injection attacks.
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Database secrecy

 The two major database security problems are the inference problem and the multilevel problem. Both 

problems are complex, and there are no immediate solutions. However, by understanding the problems, 

we become more sensitive to ways of reducing potential threats.

 To protect databases against threats, it is common to implement four kinds of control measures: access 

control, flow control, inference control and encryption.

 Access control: databases are often separated logically by user access privileges. For example, all 

users can be granted access to general data, but only the personnel department can obtain salary data 

and only the marketing department can obtain sales data.

 The database administrator specifies who should be allowed access to which data, at the view, relation, 

field, record, or even element level.

 The DBMS must enforce this policy, granting access to all specified data or no access where 

prohibited.

 Flow control which prevents information from flowing in such a way that it reaches unauthorized 

users.
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Inference control (Statistical database security)

 Inference is a technique used to attack databases where malicious users infer 

sensitive information from complex databases at a high level. 

 In basic terms, inference is a data mining technique used to find information hidden 

from normal users.

 An inference attack may endanger the integrity of an entire database. If inference 

problems are not solved efficiently, sensitive information may be leaked to outsiders.

 Computer security inference control is the attempt to prevent users to infer 

classified information from rightfully accessible chunks of information with lower 

classification.

 Computer security professionals install protocols into databases to prevent inference 

attacks by software.

 Techniques to detect and remove inference channels can be organized into two 

categories.
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Inference control (Statistical database cont…)
 The first category includes techniques that detect inference channels during database 

design time.

 Inference channels are removed by modifying the database design or by increasing the 

classification levels of some of the data items. This technique is easier to manage and 

implement compared to the second techniques.

 The second category seek to eliminate inference channel violations during query 

processing time. If an inference channel is detected, the query is either refused or 

modified to avoid security violations.

 Disclosure Monitor (DiMon) detects and eliminates inference channels based on database constraints.

 A Disclosure Inference Engine (DiIE): generates all information that can be disclosed based on a 

user’s previous query results, the current query results, and a set of Horn-clause constraints.

 Dynamic Disclosure Monitor (D2Mon): guarantees data confidentiality and maximal availability even 

in the presence of inferences and updates.
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Inference control (Statistical database cont…)
 Statistical inference control refers a way of providing a summary (statistical)

information about the database for different users. It is very common in case of

statistical databases.

 Statistical databases are used mainly to produce statistics about various

populations. The database may contain confidential data about individuals, which

should be protected from user access.

 However, users are permitted to retrieve statistical information about the

populations, such as averages, sums, counts, maximums, minimums, and standard

deviations.

 Statistical dbase security techniques must prohibit the retrieval of individual data.

 This can be achieved by prohibiting queries that retrieve attribute values and by

allowing only queries that involve statistical aggregate functions such as

COUNT,SUM,MIN,MAX, AVERAGE, and STANDARD DEVIATION. Such

queries are sometimes called statistical queries.
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